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B noBcegHeBHYKWD XWU3Hb gBcew. Oonblue
BHepALOTCS pasHooOpa3Hbie LudcpoBble
TEXHONIOTMN B KayecTBe TMJlaTeXHbIX CUCTEM:
NNacTUKOBbLIEKapThbl, CMapT(OHbI N KOMABLIOTEPHI.

OpHoBpeMeHHOo c pasBUTUEM Taknx
YCTPOUCTB M CEepBUCOB MNOABNAAKICA BUAbI
MOLLUeHHUYECTB, nossonsouue NpPUCBOUTH
AeHeXHble cpeacTBa rpaxgaH, B ~TOM 4ucne
y4yacTHukoB CBO 1 nx poacTtBeHHUKOB.

YTOObIT He cTaTb XepTBOW, “Heobxoaumo
cobniogatb npaBuna 6e3onacHoOro norb3o0BaHUA
LucpoBbIMU yCTpouCTBaMu, cogepxawumu
NINYHble AaHHble, a TaKXe AOaHHble 0 0aHKOBCKUX
KapTax, cyeTax.

NMpoaHanusnpoBas TUNMUNYHbIE cny4yau
MOLUEHHNYECTBA B _OTHOLIEeHUN y4yacTHUkos CBO u
MX POACTBEHHUKOB, crieunanuctbel MBI Poccum
nogrotoBunu pAana Bac namatky. [lpeanaraem
BHUMaTeNlbHO O3HAaKOMUTIECHA C ee coflepXXaHUemM U
npuaepXMBaTbCA = U3MOXEHHbLIX pPeKoMeHOauuu.
JT0 NomoxeT.BaM cbepeyb AeHeXHble cpeaCcTBa OT
Bosmox(l-l__bix XULLEHUNN.
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SMS C NMPOCbBO O MOMOLLIN
YYACTHUKAM CBO

AGOHeHT nony4aetr Ha MOOUNbHbLIN TenedoH
coobOleHne: «XoTUTe MOMOYb  Yy4YacCTHUKaM
cneyManbHoOM BOEHHOM onepauumn? lMepeyncnurte
cpeacTBa, otnpaBuB SMS Ha KOPOTKMA HOMEPY.

KAK OBE3OINACUTb CEBSA. Cnepyert
NOMHUTb, YTO MO oOwWemy npaBuny Ha SMS c
He3HaKOMbIX HOMEepOB pearupoBaTb Henb3f, 3TO
MOryT ObITb MOLUEHHUKN.

Ecnn XxomTe oOKasaTb, MaTepuarnbHyHo
nomMollb yqaCTHidKaM CBO, To nencTtBynTe TaK:

Hangute \B oMuManbHOM WUCTOYHUKE — Ha
canTe, Ha CTpPaHU4Ke B COLICETAX UMM B Tenerpam-
KaHane, AaHHble 00 opraHusauuu okKasblBalolueun
noMmolLlb y4acTHUKam CBO;

npoBepbTe NOANMUHHOCTb AaHHbIX (o)

OeATeNbHOCTU | OpraHu3auvm. ans 3Toro
O3HaKOMbTeCh oT3biBaMn ~ 0. ee pabore,
nepesBoHuUTe W-IOHTaKT TenedoHy ' m
YTOUYHUTE LeNnu OpraHusaum opsmox okasaHusi

NOMOLUM Yy4YaCTHUKaM CBO pekBU3UTbL, Ans
nepe4ncrneHns AeHeXHbIX CPpeAcTB. Hanpumep, Ha
canTe TipoeKTa «Bte gns nobepnbi» "HapogHoro —
®poHTa ykaszaH Homep 3030 ans aboHeHTOB Tele2
“n Pocrtenekom BusHec, Ha~KOTOpPbIA MOXHO
otnpaBnAaTe CMC c cym MﬁWﬁo’mepTBOBaHMﬂ.
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COOBLEHME B COUUATBbHbIX CETAX O
MOoMOLLn B MNONCKE BOEHHOIUIEHHDbIX,
" NPONABLUUX BE3 BECTU

» YyactHuky CBO npuxogut cooOLlieHue B

counanbHon ceTtn. MoleHHUK coobuwaet, 4To
MOXeT NoMOYb B NOUCKe poACTBEHHUKA UMK Apyra,
KOTOpblA nonan B paHeH. Ons 3Toro
npennaraeTtcd  NepeyYyucnuTb CpeaAcTBa  Ha
yKasaHHbIi B COOPLIEHNN ) CYeT, TenedoHHbIiA
HoMep. lMocne Torp, Kak AEHbIM MNepeYucneHbl,
MOTYT YroBapuBath B3sTb K e.quT B GaHke Aans
.qononHuTeanou OMOLLMW.

™ Cnepyet
Ha cooGlueHNUs HEZHaKOMBIX nny

denepauun, nyﬁnuqﬂble)‘__ bl
BRact¥ /UnMu  opraHv3aumm, KOToﬁble; 3TUM

oq)m.wlﬁlbﬂo 3aHMMAIOTFCSi =_—s \
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COOBLEHUE OB O®OPMITEHUA
KPEOUTA

YyactHuky CBO noctynaet 3BOHOK OT
danblMBOro coTpyaHuka cnyxobl 6e3onacHoOCcTH
0aHKa WU COTPYAHUMKA NpPaBOOXpPaHUTENbHbIX
OpraHoB C cOOOLEeHNEM O TOM, YTO MOLUEHHUKMU
odoOpMUIKN Ha ero umMsa Kpeaut. YToObl He NNaTUTL
no 4Yyxum pgonram, yd4actTHuky CBO npepnararoT
CPOYHO O(OPMUTbL TaKOW XKe KpeauT camMmomy
(BCTpe4yHbIN 3aeM), a [OeHeXHble cpeacTBa
OoOHanNUYUTL M nNepeBecTM Ha TaK Ha3blBaeMbIU
OesonacHbIX UNKU pacHeTHbIU CYeT UNU nepenatb
TPeTbUM nuLaMm.

KAK OBE3OINACUTb ' CEBA. Heobxoaumo
NOMHUTb, 4YTO NOOOU NOAQGOHLIN 3BOHOK —= Oene
PYK MOLUeHHMKOB. Cnyx6bl 6esonacHecTU 6aHKOB
N COTPYOHUKU * MpPaBOOXpaHUTESIBHBIX ¢
HUKOraa HeySBOHAT rpaxaaHam ¢ cogﬁmeﬂuﬂmﬂ o
HeoGxoauMOCTN  B3ATEN KPeawr Wi, nepeBect
JeHbrnm Ha «6e3onacHSIN» Unun «pg#BHbIVI» cYyer.
Mpu nocTynsieHUU! NOAOOHbLIX 3BOHKOB crRepgyer
NoBecUTb TPYOKY U MNepe3BOHUTb MO TenegoHy,
yKazaHHoMy Ha oOpaTHOW, CTOPOHE OaHK9BCcKoW
KapTbl. Hago NOMHUTBL: NMOHATUM «be3onacHbI»
nnm «pesepsﬂb@» CYeT, «BCTPEYHbIN
cyulecTBYeT S
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TENE®OHHbIVN 3BOHOK NMOKYHATENA

YyactTHuk CBO. o #ABRsieTca BnagenbLeMm
o0bLsBNeHus, pasmelleHHoro B cetu UHTepHeT o
npogaxe MMyLlecTBa. Emy 3BOHMUT
«NoTeHuMnanbHbIW» nokynartenb, roToBbIN
onnaTtuTb TOBap, He TOPrysaCb, HO UCKIIOYUTENbHO
Ha OaHKOBCKYI0 KapTy. Ons 3Toro OH npocuTt
cooOWKUTL ee Homep, cpok aencrteus, NMUNH-kona;
naponu, cekpeTtHble Koabl U3 coobweHnUn 6aHKa o
npoBeAeHHON onepauuu.

KAK OBE3OINACUTb CEBS. HemeaneHHoO
npepBaTb pPa3roBop, MOCKOMIbKY 3TO MOLUEHHUK!
NMokynaTtenb He OyAeT MHTepecoBaTbCA AaHHbLIMU
0aHKOBCKOM KapTbl U KogaMM.

SMS Ui 3IBOHOK'S BAHKA
O BJTIOKUPOBKE KAPTbI

YyacTHUKky CBO nocrtynaet ' TenedOHHbIU
3BOHOK unu npmxogut CMC coobuieHme ot UMeHU
GaHka O "TOoM, 4YTO ero-  OaHKOBCKasi KapTta
3abnokupoBaHa. Y4yacTHuKy CBO _cooOuwatoTt, 4to
ans pa3broKNpoOBKU 0aHKOBCKOM KapTbl
HeoOXoOAMMO nNepelnTU NO CCbINKe, yKa3aHHOM B
coobOllieHUM wnNM HasBaTb 3BOHSLlEMY . HOMep
OaHKOBCKoM KapTtbl, MMWH-koa, naponu, cekpeTHble
KOoObl, KOTOpble npuxoaunu B SMS cooOLieHnn ot
GETIED

KAK OBE3OMNACUTb CEBA. He ToponuTthcA
HeMeANleHHO BbINOMHATL TpeboBaHUA nMUa,
npeacTtaBMBLLErocs COTPYAHUKOM OaHkKa.
CBAsaTbCA CcO cnyx00M noaonepXKuU KIWEHTOB
CaMoCTOSITeNIbHO, Y4YTOObl Yy3HaTb O COCTOSIHUM
KapThbl.
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NMPONCLLUECTBUE C POOCTBEHH

Yuag 4 - CBO nocTynaer TenecponHl;ﬁ
3BOHOK WAl 1pn. oauT CMC cooOlluieHue oT nuua,
rocs COTPYAHUKOM
bHbIX OpraHoBj npeas
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OLUMBOYHbIV NEPEBOA CPEACTB

Y4yacTHuky CBO npuxoautSMS-coobuieHue o
MOCTYNfEeHNN cpeacTB/Ha cYeT, NepeBeAeHHbIX C
nomMmolbio ycnyrn «MobunbHbIn nepesog» nNuMbo ¢
TepMuHana onnat ycnyr. Cpasy nocne 3Toro
nocTynaeT 3BOHOK /M COOOLAT, YTO Ha cyet
yvyacTHuka CBO OI.IJMGOHEO’_HEPEBe,D,eHbI OeHbIm "
NPOCAT BEPHYTb UX OOpaTHO TeM Xe «MabunbHbIM
nepeBoAoM» nuﬁe fnepeBecTn Ha ((npaBMnthIM»
HoMmep. Ecnu n%’peaecm TO TakafA Xe Cymma
CAUCbIBaeTCcs cO cYeTa y4yacTHuka CBO.

KAK OBE3OIMNACUTb CEBfA. CoBetyem He
noanasaTbcsl-Ha 06 CAU-APOCAT NepeBecTU
AKOObI . ~OWMNO04YHO HEpEBe,D,eHHle CYMMY,
Heoﬁxo,qnuo HaNOMHUTb, YTO ... ANA  3TOoro
McnonbayeTcsI-qex OTroBopKa, YTO «4eK NOTERAHY,
cKkopee BCeroj cBuaeTenbCTBYET O TOM, YTO c%u
oOLaeTcA MOLLEHHUK.



'BpeMﬂ nocne
ocyulecTBneHUs y4acTH CBO 3akasa no nouTte
nekapcTBeHHOro npenapara fEcTynaeT 380HOK No
TenedgoHy U Hen3BeCTHbIN (KOOI npeacrasuTenb
MuHuUcTepcTBa 34paBOOXpaHeHMU HanoroBbIn
MHCMeKTop o . COTPYAHUK
npaBoOXpaHUTeNbHBIX raHoB) 1eT, 4TO
npuobpeTeHHbIN npenapaTt SKOObI )Kasancs
nogaenkoun n nokynaTento norioxeHa
KoMneHcauus B pasmepe oT 150 Tbicay pybnen u
Bbilwe. YToObl NONYy4YUTb 3TU A€HbIM HeobxoauMo
3annaTUTb NOAOXOAHbIN Hanor ¢ CyMMbI, B CBSISN C
YeM 3MOYMbIILNIEHHUK yKa3blBae 4eTa, Ha
KOTOPbIi1 HEO6XOANMO NepeBECTIY rm.

KAK QBE30I'IACI/ITb CEBSl. HemepneHHO
npepBaTb pa3roBop, MOCKONIbKY 3TO MOLUEHHUK!
MpeactaButenb MUHUCTepCTBa 34paBoOOXpaHeHUs,
HanoroBbIn MHCNeKTop nn6o COTPYAHUK
npaBooXpaHUTeNlbHbIX  OpraHoB He oyayT
obpallaTbCAa ¢ TaKUMKU-APeano




COOBLWIEHUE OT HEU3BECTHOI'O
ABOHEHTA

Ha TenecpoH y4vacTtHUka CBO npuxogurt
coobweHne crneagywwero Buaa: «Bam npuwno
MMS-coobLweHune. OAns nony4eHus npounguTte no
ccbinke...». Mpu nepexoage no ykasaHHoMmy aapecy

Ha TenedoH CK&‘IHBQETCH BI!‘IF_)yC M npoucxoaunTt
cnucaHve aeHe ; TE e

i Opyron Bu :-; NAAUT Tak.
" DU 3aKase Ka lepes . AKoObl
£ % MobunbHoro, ore aT MJ‘I KadiMBaHUMU
ﬁuanoro\l aog NXoauT
" npeayn exnae co@upa TeCb
] npaBuT cooﬁlue _Me ﬁé KQPOTKUIA /HOMeEp ..,/ AN ,
NeHuns-onepak npaBife coobuleHne’

na ot 'eHbl 1 0b. Mpu

oTnpaBke no, TBepxaeHus (o cyeTa aboOHeHTa
“cnue BaEOTCSZ.JJ,EHE)KH cpe.qcnaa Mo@aHHMKM
McnomsyroT cneunanbHbIEIPOFPaMMBl, KOTOpble
NO3BOAAOT aBTOMaTU4eCKU reHepupoBaTh ThICAYU
TaKkux dooﬁmel-mu Cpa3sy ng¢ ifyRepebant

Ha cpanbWNBbINA CYET OHU CH
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1. Ecnu 3BOHAT nogo3puTenbHble nuua, TO HeMegneHHOo
npepeuTe pasrosop! Mpu AnUTensHOM pa3roBOpe MOLUEHHWKU BHyluat
HeobxogMMocTb UCNONHUTL UX TpeboBaHuA! [nA 3Toro paszrosop Oyger
BECTUCb B “TEMNE _«AaBneHnaA»(4To0bl -Bbl He wMorm# mNpepBaTb
pasroBop), Bac - Byayr-3anyrMBaTtb HeraTMBHbIMU —NOCAeACTBUAMU
(OeHeXxHbIe cpefcTBa HY)KHO HEMegneHHo 00e3onacuTb OT NOXULLEHNRA),
TpeboBaTbh HEMeANEHHbIX OENCTBUN De3 NpeaocTaBneHUA BO3MOXHOCTM
obaymaTthb ux pesynbiathbi.

2. Hukorga v HUKOMY He coobujaiiTe naponu U cekpeTHble Koabl,
KOTOpPbIE NPMXOAAT BaM B cooOuleHun o1 OaHka. TonbKo MOLUEHHUKU
cnpaluvBarT 3TU Naponu 1 Koabl.

lNMomHuTe: XpaHeHue pekBusutToB u lNWH-koga B TanHe — 3TO
Bawa oTBeTcTBEHHOCTb U 00fA3aHHocTb! Hukro, HKM ©GaHK, HuK
npaBooXxpaHUTenbHble OpraHbl, He Bnpaee TpebosaTb Baw MNMWH-kog m

naposnb!

3. OnepaTMBHO-PO3bICKHbIE OencTeus, CNeACTBEHHbIE
MeponpuAaTUA no TenedgoHy He npoBogATcH!

Cnyxo6bl 6e3onacHocTU baHKoB n COTPYOHWKN

npaBoOXpaHUTENbHbLIX OpPraHOB HWKOFAa He 3BOHAT rpaxaaHaMm c
coobleHnAMN 0 HeobXoOQMMOCTU B3ATE KPeaUT U NEPEBECTV AeHbIV Ha
«6e3onacHbIN® UNN «pe3epBHbINY cYeT!

Hukorga He coBepllanTe HUKaKux NEPEeBOAOEB U He NepenaBanTe
AeHbIM TPETBUM nuuam.

4. He nepesBaHuBawnte no TenecgoHam W HE nepexoauTe no
noaospuTenbHbIM CCbifikamM, KOTOpble ykasaHbl B, CMC coobuweHusx,
coobleHuax w3 couuarnbHbIX CETEW W 3AEKTpoHHou noutbl! He
OTKpbiBaliTe CcoOOOWEHUA ¢  He3HaKoMbiX appecatoB! Tam MoryT
cofepXaTbCH LWNMWOHCKWE NporpamMmbl, MOMOratolue MOXUTUTbL Baluu
baHKoBcKue gaHHbile!

OTKa3blBaWTECh OT NPEeANoXEeHWA MOETOPOHHUX NUL, KOTOopblie
npeanararoT ckadatb Ha TenedoH nporpammbl RustDesk un AnyDesk, a
3aTeM npedocTaBUTh Kodbl goctyna! OHW naloT QocTyn K ynpasreHuro
TenecpoHoM - U OECNPENATCTBEHHOMY: - ynpaBneHud OaHKOBCKMMU
cyeTamu! MoLUEHHUKW MOTYT NepeBecTi Bawiy OeHbrW-B OpYron baHK, a
[oKa3aTb 3TO OyaeT HeBO3MOXHO, T.K. ¢ GaHKOM B3aumodelcTBOBal
Baw TtenedoH.

5. OkasbiBalTe MOMOllbL WNM BeauTe NouUcK yvacTHukoB CBO
yepe3z MuHucTepcTBo 06opoHbl Poccuiickon ®epepauuvu, nyGnuuHblie
opraHbl BnacT¥ WNW oOpraHuW3auuu, KoTopble 3TUM oduuMansHO
3aHMMaloTCA.

6. Mpwn nony4yeHnun choto- N BuaeomaTepuanos ¢ usobpaxeHnem
yyactHnkoB. CBO wunn = uXx poACTBEHHVWKOB He - nNpeanpuHuManTe
nocnewHbiX AeNCTBUN, OHW  MOTYT CreHepupoBaHbl NMPOrpaMmMHbIM
obecnevyeHnem.

MocTapanTecb cBA3aTbCA C HUMU UMW BbIAICHUTb cyAbOy uepes
MuHucTepcTBo 060poHbI Poccuiickon denepayum.
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